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Integration Overview
 
Threat actors were able 
to affect the backup 
repositories in 75% of 
ransomware attacks

Veeam 2023 Ransomware Trends Report

Adversaries attempt to tamper 
with backup solutions to prevent 
recovery from ransomware 
attacks - early detection of threats 
targeting backup data is critical. 

Sophos and Veeam simplify 
cyber resiliency by seamlessly 
exchanging security information 
when a threat to backup data 
emerges, extending visibility 
to help detect, investigate, and 
respond to active attacks.

Integration Licensing
	Ì Sophos ‘Backup and 

Recovery’ Integration Pack

	Ì Available for Sophos MDR 
and Sophos XDR customers 
as an optional add-on

	Ì Licensed by total MDR/XDR 
seats (users + servers)

	Ì Requires Veeam Backup & 
Replication v12.1 (or higher)

Sophos XDR/MDR with Veeam
‘Backup and Recovery’ Integration Pack

Why Choose Sophos with 
Veeam?
Get the strongest protection against ransomware

Sophos XDR/MDR includes industry-leading 
CryptoGuard technology that universally detects and 
stops ransomware, including new variants and local 
and remote encryption. 

Advanced prevention, detection and response 
capabilities from Sophos, combined with immutable 
backups and versioning provided by Veeam, ensure 
your backup data remains secure and recoverable.

Discovery Questions
	Ì Do you currently use multiple tools and consoles 

to get visibility across security control points?  

	Ì Do your ransomware defenses currently include 
protection against threats to your backups? 

	Ì How would you know if a threat actor is 
attempting to tamper with your backup 
solution?

	Ì How quickly could your IT and security teams 
investigate and respond to a threat against your 
backup data?

Delivering Superior Cybersecurity Outcomes
Sophos’ integration with Veeam delivers superior cybersecurity outcomes by giving customers  
the advantages they urgently need.

“�I need peace of mind that my 
backup data is protected” 

Response: With Sophos and 
Veeam, you can ensure the 
integrity and availability of your 
backups, reducing the risk 
of data loss due to malware, 
accidental deletion, internal 
security threats, and other data 
loss scenarios.

“�I need better visibility of  
threats to my backup data” 

Response: Sophos gives 
you visibility of potentially 
malicious activity including 
attempts to delete backup 
repositories, disable multifactor 
authentication, delete 
encryption passwords, and 
more.

“�I need to minimize downtime 
and ensure business 
continuity” 

Response: Sophos MDR analysts 
execute immediate response 
actions to stop confirmed 
threats with an industry-leading 
average response time of 38 
minutes — 96% faster than the 
industry benchmark.


